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The Cybercrime Landscape S

According to some studies, the global cost of

cybercrime is projected to reach over $10 trillion
by 2025.




The Cybercrime Landscape
SURFACE WEB — Google 4%

"Bing: lklpedta

Medical
Records

Legal

Documents
Scientific
Reports

o—4 _j'_ =f= nisahun-s;_::ecrf“ c
Subscription y : EpDSitc:rles
Information '

Competitor 90 ﬂ ;
Websites Ry 4

© Drug Trafficking
o Private Communications
o———— Political Protests

o— lllegal Information
i

TOR Encrypted sites




The Cybercrime Landscape

Cybercrime is no longer a one

man operation. Within the cybercrime
underground an attacker can find a wealth
of tools and services that can be bought or
rented to facilitate different aspects of the
attack lifecycle.*

Fraud as a service is constantly changing
and adapting to new security solutions,
offering end to end technologies, multiple
SLA levels and low prices for everything
a cybercriminal might need.




The Cybercrime Landscape
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Top Threats Facing Our Clients 2

MALWARE
b Pass\rd: A L E R T |

SPAM - SCAM - PHISHING - SPYWARE

Phishing Credential Theft Malware
(Business E-mail Compromise) (Ransomware)
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Thu 8/27/2015 2:29 PM

Debbie - <debbiea @-cmm >

FW: Transfer

To Nathaniel C. Gravel

 Message L CSKX Wire Instructions.pdf (122 KB)

From: Lee_l mailto:lece@ L com)

Sent: Wedn ust 26, 2015 1:01 PM
To: Debbie
Subject: RE: Transfer

Please go to the bank and make a transfer for $104,549.36 and the purpose for the wire 1s Admin services. Send me the confirmation once done.

On 2015-08-26 16:42, Debbie -Nrote:

| can go to the bank and see.

Debbie




Phishing 0

Coronavirus Domains Registered Weekly
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Phishing
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Malware/Ransomware
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Malware/Ransomware g

In 2021, roughly 67% of malware victims were small
to mid-size businesses with 1,000 employees or
less.

There are an estimated 350,000 new malware
variants identified every day.




Credential Theft/Account Takeover o

Password reuse by age group

87% 81%

of respondents of respondents
ages 18-30 ages 31 and up



Credential Theft/Account Takeover

3. Phishing and Credential Theft Are Rampant in the Work-from-Home Era

According to the report, phishing remains the top form of social-driven breach and “schemes are increasingly sophisticated and
malicious” as remote work surges. Meanwhile, the use of stolen credentials by external actors is on a meteoric rise. More than

80% of breaches tied to hacking (the number one threat action) involve the use of lost or stolen credentials or brute force.

While these findings are not new or surprising, the DBIR reminds us that attackers nearly always take the path of least resistance
by using this tried-and-true approach: start with a phishing scam (96% arrive by email) targeting a user’s endpoint, then easily
crack weak passwords or steal credentials stored on the device. Using these credentials, the attacker can move from workstation
to workstation in search of sensitive data to steal and privileged credentials (such as local admin rights) that enable escalation to

higher-value assets and information.

Stolen or Weak Credential-Stealing
Passwords Software

81% 51%

of breaches leveraged of data breaches involved
either stolen and/or some form of credential-
weak passwords. stealing malware.




Credential Theft/Account Takeover

'»--have i been pwned?

Check if your email or phone is in a data breach

ngravel@gravoc.com‘

Oh no — pwned!

Pwned in 10 data breaches and found no pastes (subscribe to search sensitive breaches)

ParkMobile: In March 2021, the mobile parking app service ParkMobile suffered a data breach which exposed
21 million customers' personal data. The impacted data included email addresses, names, phone numbers,
vehicle licence plates and passwords stored as berypt hashes. The following month, the data appeared on a

public hacking forum where it was extensively redistributed.

Compromised data: Email addresses, Licence plates, Names, Passwords, Phone numbers




Mitigation Measures: Our Advice to All g3
Clients |

« Perform Risk Assessment/Gap Analysis
— Assess Security Operations (People, Process, Technology)
— Assess Administrative, Physical, & Technical Controls

« Perform Vulnerability Assessment/Penetration Testing
— Internal/External Network
— Cloud Services (Office 365, etc.)

» Perform Social Engineering Exercise
— Simulated Phishing
— Simulated Spear Phishing



Mitigation Measures: Our Advice to All g‘
Clients +~

1. Train/educate

2. Investin all 3 core components of security
posture: protection, detection, response

3. Test (retest) and don’t be afraid to fail




(Question & Answer 8
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Closing Remarks S

Information security is people, process, and
technology, not firewalls, encryption, and antivirus.

Technology




All You Need to Succeed

CONSULTING

* Cybersecurity & IT Consulting

* Government Grants & Contracts Consulting
* Outsourced Accounting & Advisory Services
* Royalty Examinations

« Sage Intacct Accounting Software

» Strategic Business Planning

* Succession Planning

* Transaction Advisory Services

TAX

 Estate & Gift Taxation
e State & Local Tax Services
« Tax Strategy & Compliance

AUDIT & ASSURANCE
* Auditing & Accounting

* Employee Benefit Plan Audits
* Financial Reporting Consulting
* Overhead Rate Audits

PRIVATE WEALTH

* Private Wealth Management




Thank you

Hank Wolfson Nate Gravel, CISA, CISM, CRISC
Partner & Chief Operating Officer Cybersecurity Consultant
Gray, Gray & Gray, LLP Gray, Gray & Gray, LLP

hwolfson@gggllp.com ngravel@gggllp.com
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