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Poll Question #I S

« How confident are you in your organization’s cybersecurity risk
management and ability to recover quickly from a cyber attack?

* Highly Confident

« Confident
 Somewhat Confident
* Not Confident

» Unsure



The Cybercrime Landscape S

According to some studies, the global cost of
cybercrime is projected to reach over $10 trillion
annually by 2025.
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The Cybercrime Landscape

Cybercrime is no longer a one

man operation. Within the cybercrime
underground an attacker can find a wealth
of tools and services that can be bought or
rented to facilitate different aspects of the
attack lifecycle.*

Fraud as a service is constantly changing
and adapting to new security solutions,
offering end to end technologies, multiple
SLA levels and low prices for everything
a cybercriminal might need.




The Cybercrime Landscape ;

Brand Level Credit?  Tracks SCode  Country  State City ZIP  Ref?  Price
= China Unionpay Rewards Credit TR2 206 — A = ¥ -0 Yes S50 F)
= visa Business  Credit TR2 201 A - - -l Yes S0 5
CVV FULLZ + ATM PIN (USA ONLY ) 100% VALID = visa Classic Debit Tho 21 A i Z S Yes 50 3
Vendor (4.60%¢) ('@ 951/20/47) = im e bt . TEE o A - T
ik i B0 Mastercard Stndard  Debt TR 21 CNA - - -H Y 50 [

Shipsto Worldwide, Worldwide _

Ships from  Worldwide == China Uniongay Rwwanly: | Endti  JREGRICEN M2 = = cHoYeEse B
Escrow No (== visa Classic Credt  TR2 201 ] . i - -H Yes 0
2 Visa Classic Debit TR2 226 hIA - - - Yes 50 5
Image 1: A threat actor offers “cwv fullz + ATM PIN” on a Dark Web = Mastercard Rl D L 2 A - = Vo ¥ B o)
marketplace for $75 USD. = Visa Gold Credit TR2 20 WA - - =[] Yas 50 =
B3 Mastercard Standard ~ Debit TR2 221 -~ A # = -H Yes S0 =
B3 Mastercard Standard  Debit L 221 A = = =l Yes S0 5
Descover Standard  Debit TR2 221 A o ad -0 Yes B0 F)
=1 Visa Signature  Credit TR2 20 A - - -] = s 5
ULTRA HQ USA FULLZ (DOB/MMN/BILL) ~ China Unionpay Standard  Debit TR2 220 . NIA X = - Yes B0 =)
Vendor (4.68%) (@ 0/0/0) B8 Mastorcond = T A = moslE|Ye Se @
Price $0.002078 ($8) B Mastercard Standard Debit TR2 221 - A 2 2 - Yes 5.0  E)
Shipsto Worldwide, Worldwide B Armex Gold Credt ~ TRZ 201 NA - - - Y S0 5
Ships from usa ~ China Unionpay Rewards  Credit  TR2 206 oA e - -l Yes B0 5
Escrow Yes = China Unionpay Electron  Debt  TR2 221 NA - - =H Y 50 [T
=l visa Classic Credit TRz 201 A = = -0 Yes B0 =
lrrnage 2: Athreat actor offers fullz = Iinclyding thg victim's date of = Visa Platinum Credit TR2 201 | N - - =[] Yes S0 5
birth, mother's maﬁsg :na;nr’fétzrradcg|;g?g$énﬂosr$at:on — on a Dark == China Unicnpay Standard Debit TRe 21 A 2 e “[ e S0 =)
(= Visa Classic Credit TR2 201 - INIA = = =l Yes 50 5



amazon by Cosrco @ uBER  Booking.com l’ NETFLIX g
Walmart>(  %MOC)S Qbxpedia () cirbrb @ spotify .
- . ..l TheCybercrime
L.andscape
S il The average consumer is

wat @ § = ° f ol worth about $1,200 on the
§72.47 Dark Web.

match.com

datingcom

$8.82




Top Threats Facing Our Clients g

MALWARE

ALERT!

SPAM - SCAM - PHISHING - SPYWARE

~ Password:
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Phishing Business E-mail Compromise Malware
(Ransomware)




Poll Question #2 S

* Does your organization leverage a cybersecurity awareness
employee training program such as KnowBe4?

* Yes
* No
 Unsure




Phishing 3
H Debbie | < debbiea G com>

FW: Transfer

To Nathaniel C. Gravel

Message "L Cskx wire Instructions.pdf (122 KB)

From: Lee_| mailto: Ieee@-mm]

Sent: Wedn ust 26, 2015 1:01 PM
To: Debbie
Subject: RE: Transfer

Please go to the bank and make a transfer for $104,549.36 and the purpose for the wire i1s Admin services. Send me the confirmation once done.

On 2015-08-26 16:42, Debbie -Nmte:

| can go to the bank and see.

Debbie




Phishing

Top spoofed brands year over year

2022 2021
1 Microsoft Microsoft
2 Google Apple
3 Yahoo Google
4 Facebook BMO Harris Bank
5 Outlook Chase
6 Apple Amazon
7 Adobe Dropbox
8 AOL DHL
9 PayPal CNN
10 Office365 Hotmail

417%

Percentage of incidents involving phishing
for initial access

Phishing operations continued to be the top
pathway to compromise in 2022, with 41%
of incidents remediated by X-Force using
this technique to gain initial access.

627

Percentage of phishing attacks using
spear phishing attachments

Attackers preferred weaponized
attachments, deployed by themselves or
in combination with links or spear phishing
via service.



Phishing (Smishing) 3
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p- —~ Dear NAE Bank User,
Dear Walmart shopper, We have detected some
Dear Customer, your purchase last month unusual activity.
We urgently ask you to
Your ApplelD is due to expire won a $1000 Walmart follow the account review
Today, Please tap http://bit.do/ Gift Card. Click here to link:
cRab6 to update and prevent claim: http://bit.do/nab-bank
loss of services and data. www.WmartProgram.com
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Poll Question #3 S

« Has your organization ever hired a third party to conduct a
vulnerability assessment and/or penetration test?

* Yes
 No
 Unsure




Malware/Ransomware g

f'é',.,? |
550
BUSINESSES

pay hackers the ransom

Ransomware attack average duration

]
=
=
0
[}
o
[Re]
[y

N
+
3
®
=
—+
=
®

RANSOMWARE 2.0
Destroys backups
Steals credentials
Publicly exposes victims

Leaks stolen data
Threatens victim's customers
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Malware/Ransomware g

Top impacts 2022

27179

Extortion
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Data theft
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Business lK-mail Compromise

Stages of BEC Attacks

Compromise
vendor with
account take-
over

B8 Microsoft 365

|
Google Workspace

@Qi Lcom

Target receives Legitimate service  Click-through to--. Using pre-built kit,

email attack from  compromise hosts  support Attacker obtains

“trusted vendor” document link agreementwith  credentials-for
redirector deeper attacks

against bigger
targets or..

..Deploys rogue-

_ware, used for data

exfiltration,

‘“ransomware,

backdoors, malware
infections
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Credential Theft/Account Takeover

'-~-have i been pwned?]

Check if your email or phone is in a data breach

ngravel@gravoc.com‘

Oh no — pwned!

Pwned in 10 data breaches and found no pastes (subscribe to search sensitive breaches)

ParkMobile: In March 2021, the mobile parking app service ParkMobile suffered a data breach which exposed
21 million customers' personal data. The impacted data included email addresses, names, phone numbers,
vehicle licence plates and passwords stored as berypt hashes. The following month, the data appeared on a

public hacking forum where it was extensively redistributed.

Compromised data: Email addresses, Licence plates, Names, Passwords, Phone numbers




Poll Question #4 S

 How often does your organization conduct an assessment of its
cybersecurity risk controls

* Annually

e Semi-annually
* Quarterly
 Monthly

* Never

» Unsure



Mitigation Measures: Our Advice to All g3
Clients |

« Perform Risk Assessment/Gap Analysis
— Assess Security Operations (People, Process, Technology)
— Assess Administrative, Physical, & Technical Controls

« Perform Vulnerability Assessment/Penetration Testing

— Internal/External Network
— Cloud Services (Office 365, etc.)

» Perform Social Engineering Exercise
— Simulated Phishing
— Simulated Spear Phishing



Mitigation Measures: Our Advice to All g?’
Clients |

1. Train/educate

2. Investin all 3 core components of security
posture: protection, detection, response

3. Test (retest) and don’t be afraid to fail




(Question & Answer S
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Closing Remarks S

Information security is people, process, and
technology, not firewalls, encryption, and antivirus.

Technology




Thank you S

Hank Wolfson Nate Gravel, CISA, CISM, CRISC
Partner & Chief Operating Officer Cybersecurity Consultant
Gray, Gray & Gray, LLP Gray, Gray & Gray, LLP
hwolfson@gggllp.com ngravel@gggllp.com
781.407.0300 781.407.0300
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