
1

Top Cybersecurity Threats of 2023

March 28, 2023



2

Welcome

Hank Wolfson
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Today’s Presenter

Nate Gravel, CISA, CISM, CRISC
Cybersecurity Consultant
Gray, Gray & Gray, LLP
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Agenda
• Cybersecurity Threat Landscape

• Top Threats Facing Our Clients
• Phishing
• Malware/Ransomware
• Business E-mail Compromise

• Mitigation Measures

• Q&A

• Closing Remarks
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Poll Question #1

• How confident are you in your organization’s cybersecurity risk 
management and ability to recover quickly from a cyber attack?

• Highly Confident
• Confident
• Somewhat Confident
• Not Confident
• Unsure
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The Cybercrime Landscape
According to some studies, the global cost of 
cybercrime is projected to reach over $10 trillion 
annually by 2025. 
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The Cybercrime Landscape
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The Cybercrime Landscape
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The Cybercrime Landscape
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The Cybercrime 
Landscape
The average consumer is 
worth about $1,200 on the 
Dark Web. 
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Top Threats Facing Our Clients

Malware 
(Ransomware)

Business E-mail CompromisePhishing
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Poll Question #2

• Does your organization leverage a cybersecurity awareness 
employee training program such as KnowBe4?

• Yes
• No
• Unsure
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Phishing
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Phishing
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Phishing (Smishing) 
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Poll Question #3

• Has your organization ever hired a third party to conduct a 
vulnerability assessment and/or penetration test?

• Yes
• No
• Unsure
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Malware/Ransomware
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Malware/Ransomware
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Business E-mail Compromise
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Credential Theft/Account Takeover
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Poll Question #4

• How often does your organization conduct an assessment of its  
cybersecurity risk controls

• Annually
• Semi-annually
• Quarterly
• Monthly
• Never
• Unsure
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Mitigation Measures: Our Advice to All 
Clients
 Perform Risk Assessment/Gap Analysis

— Assess Security Operations (People, Process, Technology)
— Assess Administrative, Physical, & Technical Controls

 Perform Vulnerability Assessment/Penetration Testing
— Internal/External Network
— Cloud Services (Office 365, etc.)

 Perform Social Engineering Exercise
— Simulated Phishing
— Simulated Spear Phishing
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Mitigation Measures: Our Advice to All 
Clients

1. Train/educate
2. Invest in all 3 core components of security 

posture: protection, detection, response
3. Test (retest) and don’t be afraid to fail
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Question & Answer
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Closing Remarks
Information security is people, process, and 
technology, not firewalls, encryption, and antivirus.
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Thank you

Hank Wolfson
Partner & Chief Operating Officer

Gray, Gray & Gray, LLP
hwolfson@gggllp.com

781.407.0300

Nate Gravel, CISA, CISM, CRISC
Cybersecurity Consultant
Gray, Gray & Gray, LLP

ngravel@gggllp.com
781.407.0300


	Slide Number 1
	Welcome
	Today’s Presenter
	Agenda
	Poll Question #1
	The Cybercrime Landscape
	The Cybercrime Landscape
	The Cybercrime Landscape
	The Cybercrime Landscape
	The Cybercrime Landscape
	Top Threats Facing Our Clients
	Poll Question #2
	Phishing
	Phishing
	Phishing (Smishing) 
	Poll Question #3
	Malware/Ransomware
	Malware/Ransomware
	Business E-mail Compromise
	Credential Theft/Account Takeover
	Poll Question #4
	Mitigation Measures: Our Advice to All Clients
	Mitigation Measures: Our Advice to All Clients
	Question & Answer
	Closing Remarks
	Thank you

